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Why a Problem Management Process?
Problem Management has two key goals:
e To minimise the impact of Incidents, by investigating their cause to provide a library
of workarounds for the Service Desk to use.
e To systematically improve service by identifying known errors and recommending
changes to eliminate them.

Roles in Problem Management
UniDesk has three primary roles involved in Problem Management:

e Incident Operators — These may identify groups of incidents as being symptomatic of
a problem. They may wish to see a better workaround for these incidents or wish to
see the problem eliminated and, in either case, should create a Problem Wizard.

e Problem Operators — These will be investigating the problems and known errors
seeking to understand one and propose changes to eliminate the other, where
appropriate.

e Problem Managers — These are responsible for the quality of the problems to which
they are assigned. They:

o approve the closure of problems without workarounds (either due to no
problem being found or the problem not being investigated),

o approve the promotion of problems to known errors when workarounds are
found,

o approve the closure of known errors with, or without, associated change
requests,

o and temporarily monitor known errors during the change process until they
are eliminated.

Problem Management Training
Universities of Edinburgh, St. Andrews, Abertay



The first thing you see when logging into TOPdesk is the Welcome screen. This process page
consists of three components.

A) New Reports Sethings Window Help UniDesk TEST (Edinburgh) - Logged in as Matt Beilby | Log out
x

Incidents

Welcome Matt Beilby

The latest news

Overview pages

There are no current items to display 2 Module Own All

Incidents 26 31

MNews overview Problems 3 0 6

Incident management

Problem management ]

1. Overview pages: displays each of the processes that your account has access to.
2. Latest News: displays the published news items.
3. To do: displays short cuts to your 'to do’ lists

On the overview pages you can zoom into a specific process, in this case Problem
Management. A process page will provide a central location for all functions of a specific
process. Anything that you are able to do with regards to that process will be available
through the process page.
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Problem Management for Incident Operators - this provides the functionality for
logging a problem wizard only.

) New Reports Settings Window Help UniDesk TEST (Abertay) - Logged in a5 guest0 | Log out

X

€ Todo

Filter: not closed Own Groups All Unassigned

o

Processes § Navigation

» Problem wizard

Overview pages

Problems 0 ¢ 0 0
News overview Known errors 0 0 0 0
Farual problems 0 0 0 0
Incident management Total 0 o 0 0
£ Overview
Knowledge management All
Problem wizards
Supporting files Problems

Known errors
Partial problems

" Selections

More...

Applies to Incident Operators only - create a Problem Wizard

Incident Operators may suspect a problem is causing a series of incidents and hence
disruption to users. They may be keen to help their users more quickly with a workaround or
may wish to see the problem eliminated permanently.

Problem wizards allow the Incident Operator to quickly gather information about incidents
that they suspect are linked. Incident Operators are not expected to complete full problem
records, nor be able to complete all the necessary fields for a problem at this stage.
Therefore, Incident Operators are offered the Problem Wizard interface, as a way to quickly
raise suspected problems for attention.
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The problem wizard consists of a brief description field and a main description field.

$ Problem wizard P1011-012

WiFi seounty hiticats

e - B

Genaral

General

Brial descophion {Poss bl Joswe witl WiFi security osrtificetes 1

Description

723-11-2010 10:49 guest90; We've had 7 incidents now relating to Wifi securtty cartificates on staff laptops. — Opan

The 'Incidents’ tab within the problem wizard is where incidents can be linked using the
‘Links Wizard'. There are various ways of searching for incidents either by using saved
selections or filters. Highlight the desired incidents and choose ‘Link’.

Links wizard Saved selections Filter

% Problem wizard P1011-012

Car Jos Target dote

frtirog. s
] Lin Inzident mumber Calar Colnga/Suppart  Budget Folsar {C Typa of inadent Status Operstor Carr Clas Target datn
[ % r2009:3:.c001  Themsons, Celn * Teas'ie Inf Service regquest Closed witheut & Colin Themson  Yes Yes 15 oeab.i‘
] ¥ 1100313-0002 Mahr, Stave Nah Teac/Le Inf Service reguest Closed - Lger co Cobn Thamson  Yes Yes 13 Oomobe
| '8 1500913-C005  Tramsan, Cobn " Teaciis Inf Service ranuast Closed - Lgar oo Coln Thamson  Yas Yas 13 Ocnobe
[ ¥ r200913.c008  Thamsonm, Cobn * Teag'te Inf Service requent Clased witheut © Coln Themson  Yes Yes 13 Octobe
[0 %% 12005150001 Thamson, Coln ~ Teag'e Inf Service request Closed - User co Cobn Thamson  Yes Yes 15 Seater
| 12 1100315-6002  Tromson, Cobn " Teac/ie Inf Service raguest Closed wehout o Steve Moland  Yes Yas 15 Oomobe
] ¥ 1:00924-C001  Trameon, Cobn " Teac/is Inf Requnst for chan Closed - Lser co Cobn Themean Y Yex 25 Octobe
"l 2 rmor2.0nns Thamsnn Cnbn * Teardis Inf -:——v]-n remomst Clased o« Lmer e Cnkn Thamans  Yes Yes 12 un.j,ﬂ
+ »
Reounrt Acton
[0 ok 112 soacted | 3 tws |
K18
Rody unkan | [ Lk | [ cance
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Viewing a Problem Wizard - for Incident and Problem Operators

Problem wizards can be viewed or retrieved from the ‘Overview’ section within the Problem
management module. Problem Operators should periodjcally check the problem wizards to
see what issues the Incident Operators suspect may be gymptomatic of problems. However, it
is likely that Incident Operators will highlight Problem yizards to the relevant Problem
Operators.

] New Reportz Settings Window Help

Incdents Problem manzgement

€, To do

Processes

; Alter: not closed Own Groups
Overview pages

Problems 0 0

News overview ¥nown errors 0 0

Partial problems 0 0

Incdent management Total 0 0

£ Overview

Knowledge management All
Problem wizards
Supporting files Problems

Known errors
Partial problems

Selections

More...
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Raising a Problem from a Problem Wizard

When the Incident Operator has highlighted a potential problem, there will be a description
within the wizard along with a number of ingidents. Problem operators (operators responsible
for problem management activities) should periodically review problem wizards to check
whether they merit further investigatiogf. If a problem operator recognises the need for further
investigation, the wizard can be escafated into a problem using the ‘Make problem’ option.

E) Problem wizard P2011-004

eman I

>
Make problem
General
8rief descrnption lPossobIe email issues ]
Description

- Description

:.05-11-2010 10:16 Colin Thomson: email problems — Edit

The basis for a problem record has now been created using the description and associated
(linked) incidents from the problem wizard. The problem operator must now complete the rest
of the mandatory fields and assign an operator to the problem before saving the problem. If
the problem operator is creating a new problem which does not start with a problem wizard
then it will look the same as below, but without any associated incidents.

@ Problem P1011-004
M o:chic emad issues

Type of problem
sphon Pegedle amail issues — Tyoe [ ""
Vi3] Impext [ ~
Description
Category | vl  Subcategory | M2
 Dazcrption -9 [ Actlan e

05-11-2010 10:16 Colin Thomson: emas problems — Edit

Planning

OLration - ~i | ~vi3]
Targat date [ o:00 | ®) 000 ‘|
|New vl
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Problem Management for Problem Operators

Problem operators can at any time see the extant Problem Wizards and may at any time
decide to investigate these incidents further, or they may have been notified about a problem
wizard by an Incident Operator.

If the incidents do require further investigation and a link between the incidents has been
established, the Problem Operator should create a new Problem.

Field Commentary

Brief Description Describe the problem

Type How was the problem identified? If the Service Desk highlighted the
issue through a problem wizard, then the type would be ‘service
desk’. If the problem is a result of a number of incidents, choose
‘incident management'. If 2" line has identified a potential problem
that might cause incidents this should be logged as ‘proactive
problem management’

Manager Every problem needs to have a designated problem manager who is
responsible for ensuring the problem is managed appropriately.

Category & These are the same as Incident management by default.

Subcategory

Duration Estimate how long this problem will take to investigate, or by when
the problem should be fixed.

Operator Choose the problem operator who is best suited to investigate the
problem.
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Linking Incidents to the Problem

Within the problem call, choose the ‘Links’ tab. Click the ‘links wizard' icon. This will display a
list of incidents to choose from.

G M nk § Koown encre Links ‘MNotes ¥ Acdit trail
Inedents M"‘M‘_&!/#;_L&wm 3
X ;
ZXE “WA%S 0 DX ¥ a
(Fiters no
,:] L Inodant numbar Caller Status © Operator Clos Targes dote Catmgory Swboategoey
EEEEETTTT
Daplay al -~
aund salection :1‘/
searct 12
{Eer.00)) ClE tms
[J i Incdent number Brief descrigtcn Calier Siotus Opecator Co Clos
[ W 1200913.0001  passwerd reset Themson, Colin ~ Clesed witheut corfirmation Caoln Thomsen  Yes nﬂ
[ "¥ 1100513-0202 Misc Test Mabr, Steve Moh Closad - User confirmed Cobn Thomsan Yes Ve
[T] %) 1100813-0005 test, this is & tast callar card Themacn, Colin * Closed « User confirmed Coln Thomscn  Yes Ye
[ ') f100513-0008 Fasswond Reset Themson, Colin ™ Closed withaut corfirmation Coln Thomszen Yes Ye
] % 1100515-0001  test call Thomsan, Colin * Closed - User confirmed Cokn Thomson  Yes Ye
[ '8 11009150002 install exticok Themson, Colin * Clesed witheut conf rmation Steve Mcteod  Yes Ye
:J i 1100824-0901  Wined Mow Ta Tremase. Cofin * Clossd - Lear ceafirmed Cnkn Thamean  Yec H:l
Regumst

Highlight the required incidents and click ‘link’. The linked incidents now appear alongside the
problem and the number of linked incidents is visibly shown in brackets.

Incidents (1) |/ Kncwladge mams | Changes | Objects | Standard soluticns |

i -

ZE2E “"“Ah%ES O FFX VY

|Filter: no /

[J un Inodant number Caller Status © Operator Clos Targat date Category

[C] ¥ 1100955-0008 Themsan, Celin Thamsen Clesed - Usar canfirmy/@ Colin Thomscn Yes 15 Septembar 201C User Services

Please note, although incidents can bé visibly ‘linked’ to problems, closing the problem will
not close the incidents. The closuré wizard is provided for this purpose and is available within
the links tab. As the closure wizard bypasses the incident management process, it is only
available to certain operators.
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Searching for associated problems when logging incidents

Within a 1% or 2" line incident, choose Links within the Problem and known errors tab, click

Links wizard.

@ Firs! line inadent 1101123 9012 (Linked to =ajor incident)

Problem Management Investigation Process

'Probiems 3nd knor Pertons || Objects | Reg 4 hany dpe mams ', ; for Op: 9 !
A= S Y B
\ > R Il 2 0O 5= >\.
[Fizeri oo =
= Ty Proddem number Snef descrption Status Operator Mansger Com Clos Target date impact |
Links wizard - Problem management records x
- V- /.'
D
Filter: not completed 0 '1/ 55
] Ty Problem number Baef description Status Opecator Manager Corr Clos Target date
? P1011-0G2 Test wizard Naw No No
Pessible emad issues New No No
Possible Issue with Wifi gecunty cartific New No No
Istun with Wi sacunity cartificatas New Calin Themaan No  Ne 25 lanuary 2011 |

The action field should be updated periodically as you would do with Incidents to provide an
audit trail of all actions as well as providing the Service Desk with the ability to update users.

If there is a requirement to pass the problem to another operator, you should update the
action field with the reason for passing. Change the operator then save the problem.

Problem status options

Option

Explanation

Completed

New
Under Investigation

Diagnosed
Crafting work around

Workaround available
For Knowledge Base

No Change Required

Requesting Change
Change Approved
Change rejected
Change actioned

For archival
Not being investigated
No problem found

All new problems

The problem has been saved and the operator sets status to
under investigation

We have identified the cause of the problem

During the phase to find a workaround to the cause of the
problem

The workaround becomes available

If the Problem Manager deems the workaround suitable for the
Knowledge Base

The operator deems no change required to eliminate the known
error

The operator has raised a change to fix the known error

The change has been approved as is awaiting implementation
The change has been rejected

The change has been actioned — check to see if problem still
exists

Change has been successful, known error can be archived
Problem is not going to be investigated

The problem no longer exists or was not substantiated
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Completed Known Error
Completed Known Error
Completed Known Error
Completed Known Error

Completed Known Error
Completed Problem
Completed Problem



Known Error Creation by Problem Manager

A problem becomes a known error when the underlying cause of the problem is known and a
workaround to the problem becomes available.

When a problem is diagnosed, the Operator begins work on the workaround (status becomes
‘crafting work around’). When the workaround is complete and becomes available, the status
of the problem should be set to ‘work around available’ and the ‘completed’ tick box should
be ticked indicating that the problem is now complete. Unlike Incident Management,
choosing a status does not automatically tick the completed box.

Once a problem is marked as complete, an email is sent to the Problem Manager responsible
for the problem informing them that a problem has been completed. The Problem Manager
should decide whether they are satisfied with the completion of the problem and the quality
and suitability of the workaround. If they are not happy with the workaround, they should
update the action field of the problem call indicating the reasoning, untick the completed box
then set the status to ‘under investigation'. This will place the problem call back with the
original operator for further investigation.

If the Problem Manager is satisfied with the workaround, the problem then becomes a known
error. The Problem Manager should click the green arrow icon which turns the problem into
a known error. The original problem ID is retained,

B> amr g '

Make known eror

Audit traal (2)
Genaral Type of problem
Wilt Securty Certihcate T [ncidert ;-‘r,g.;-:men: vl

Colen Thevson VA > I Dept/Location{s) vl

Description
iralass Network & beningon abariny (Trased Wirh 3]
i i
22-12-2010 11:38 Colin Thomson: Stalt are recaving securty certificate 22-12-2010 11:38 Colin Thomson: Siatt need to update the securty
errors when trying to access WL ~ Edg centficate on ther Rptps. The centficate can be domnicaded from the gortal, =

S5
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The description of the problem is transferred across to the known error, but the solution for
the known error has to be copied manually from the action field of the problem into the
solution field of the known error. This also provides the Problem Manager with the
opportunity to add any additional information to the known error record.

If the known error would benefit from inclusion in the Knowledge base, the Problem Manager
should set the status to 'For Knowledge base'.

All the problem details are stored within the ‘Problem’ tab of the known error, so the action
from the problem can be copied from here iptg’the solution field of the known error.

“ Known error P1012-002

[WEi Securry Cenficate [Encicent Management

[Egin Thomsan M3)  tosc Dent/Location(s) / =l
[Wireless Hetwork - Subcategory [AEertay (Trozed WiFi) J a
Descretion —"%3H T = SE
22-12-2010 £1:38 Coln Thomsan: Staf are recening seourty certificate errors 22-12-2010 11138 Coln Thamson: Sza¥f need to update the sacunty camficate
wihen trying 10 acceas Wik on thew lapips. The cemficate 2an be downicaded from the peral

The end result is a known error record like the one below with the action from the problem
record copied into the solution of the known error. It is also the responsibility of the Problem
Manager to update the cause field and to assign the known error to an Operator to take
forward. The assigned Operator for the known error is emailed to inform them of the new
known error for their attention.

" Known error P1012-002

Brief desenpli WiFi Security Centificme “suse Inadeguste precess ?3_5
Manager Caln Thomzzn OA3]  Impact Degt/Loctco(s) (]
Description - S — —
Wireless hetwark M Subcategory |aberay (Trusted WiFi) M3

% 0%

22-17-2010 11:38 Coln Thomsen: 228 need to update the security certificate
on their laptps. The certficate can be downcaded from the portal

22-12-2010 11:38 Colin Thomson: Stall are recening secueity certificate |
errors when Lrying (o access Wifi. — Edt |
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Known Error Management

At this stage of the problem management process, we now have a known error with a
solution. The current Operator now may need to upload this solution to the Knowledge Base
(KB), depending on the status set by the Problem Manager. There is an option button to do
this.

Known error P1012-002

1 Secunty Certhcate

e 25 ) Dien TR TIRSE R L
LT S [Coprpreblam data into Knculedee Base
General | Management |‘ Frodtlem | Partis! problems Not Audit traill (3)
General Cause
Wik Secunty Certilicate Couse Inadequate process ™
Coln Tromeon M2 t Dept'Location(s v,
Description
Wirehass Natwork v stag lakertay (Trusied WiE() vy
L L
22:12-2010 11:38 Colin Thomsan: Staff are receivag secunty centficats 22:12-2010 14:00 Colen Themson: 22-12-2010 11:38 Colin Thomsen:
arrocs when trying to accass Wi, — Ld# 52067 nmed to update tha security certificats on thair laptpa. The cartficate can ba
dowr/caded from the portal. — [dé

Although a workaround is now available, the Operator still needs to make a decision on
whether or not it is worth investigating to determine if this known error can be eradicated
completely from the infrastructure. If the Operator feels that a change is required in order to
fix the known error, they may investigate further and change the status of the known error to
‘Requesting Change'. At this stage the known error can then be completed (tick the
completed box), update the solution field with details about the change which is being
requested, then save the record.

On completion, the Manager will be emailed to inform them that the known error has been
completed. If the Manager is satisfied with the completion, the Manager should close the
known error. The status of the known error will need to be maintained during the change
assessment, approval and implementation.

The Operator may also decide that they are not going to raise a change to fix the known error,
in which case the known error remains active for as long as it is still creating incidents or has
the potential to create incidents. Reasons for not raising a change to fix the known error may
include financial reasons (cost too much to fix) or technical reasons (need to wait on a new
version of software). If this is the case, the Operator should change the status of the known
error to ‘No change required’ then complete the call.

As before, once the known error is completed, the Manager will be notified. If they are
satisfied that the known error should not be fixed, they will update the solution with the
details of this decision and close the known error.

Note: Closed known errors are still relevant to the organisation for as long as they have the
potential to generate incidents. The known error may have to be reviewed over time to see if
they remain relevant. Only when the known error no longer becomes relevant should they be
archived off, indicating that the known error is no longer an issue in the live service.
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